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Computer Security Education

* What do | need to be educated about?

o There is a lot of discussion regarding identity theft, but it is also important to
protect your computer. Vulnerable computers are an open door for malicious
hackers who wish to steal sensitive information or cause harm to your
computer’s operating system.

* Websites
o The Federal Trade Commission, information is located at the following
address: http://www.consumer.ftc.gov/topics/computer-security, provides
practical tips and information regarding:

= “Free” Security Scans = File Sharing Risks

= Cookies =  Phishing

= Disposing of Old Computers = Tech Support Scams

= Hacked Email =  Securing Your Wireless Network
= Laptop Security = Using Public Wi-Fi Networks

= Malware =  And More!

= Computer Security

o The U.S. Government provides information regarding computer security
at: http://www.onguardonline.gov/articles/0009-computer-security

Use Security Software That Updates Automatically

Treat Your Personal Information Like Cash

Check Out Companies to Find out Who You’re Really Dealing With

Give Personal Information Over Encrypted Websites Only

Protect Your Passwords

Back Up Your Files

And More!

Important Information

D.L. Evans Bank will not request personal or sensitive information (full Social Security
Number, passwords, full Debit/Credit Card Number, or PINs) when contacting you.
However, D.L. Evans Bank or our authorized Fraud Department may contact you
regarding suspicious transactions on your account and request information to verify
your identity.If you are suspicious of these automated phone calls, you are welcome
to call us to ensure the phone call was indeed valid. We can be reached at 208-678-
2552 or 1-866-661-5463, Monday through Friday from 8:00 am- 5:00 pm.
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